HTB - Monteverde

mercredi 9 avril 2025 14:30

sudo nmap -sV -sC 10.129.228.111 --open

Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-09 22:44 CEST

Nmap scan report for 10.129.228.111

Host is up (0.033s latency).

Not shown: 988 filtered tcp ports (no-response)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit

PORT STATE SERVICE  VERSION

53/tcp open domain Simple DNS Plus

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2025-04-09 20:44:417)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

389/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: MEGABANK.LOCALO.,
Site: Default-First-Site-Name)

445/tcp open microsoft-ds?

464/tcp open kpasswd5?

593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0

636/tcp open tcpwrapped

3268/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: MEGABANK.LOCALO.,
Site: Default-First-Site-Name)

3269/tcp open tcpwrapped

5985/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)

| _http-title: Not Found

| _http-server-header: Microsoft-HTTPAPI/2.0

Service Info: Host: MONTEVERDE; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-time:

| date: 2025-04-09T720:44:43

|_ start_date: N/A

| _clock-skew: 2s

| smb2-security-mode:

| 3:1:1:

|_  Message signing enabled and required

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 54.77 seconds
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descript on: Members in the gup have the required access and privileges to b
e assigned as the log on account for the associated instance of SQL Server Br
oWser.

SABatchJobs:SABatchJobs

[+] o
[+]
Share

AD

azure_uploads

c$

E$

IPCS READ

NETLOGON READ

SYSVOL READ Logon server share
users$ READ
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4nOtherD4y@n0th3r$

mhope : 4nOtherD4y@n0th3r$

On peut se connecter avec winrm :

Explication ici :
https://hack2know.how/2020/04/htb-monteverde-write-up/

https://medium.com/@hughbrown123/walk-through-hints-monteverde-htb-9db0f66cd745

Ps 5 mhope\Documents> Get-Service ADSync

Status  Name DisplayName

Running A C Microsoft Azure AD Sync
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lier sert a gérer les clés et |

C hiffrement des données de la base de
d

onnees.

Cela tombe bien

avec WindowsEnum nous
ports ouverts mais non access
TCP 1433 :

avons également pu découvrir d'autres
les de I'exterieur, notamment le port Microsoft SQL

Base de donnees 5QL active

| semble donc possible d’extraire facilement les données contenues dans la base de
données,

https://github.com/Hackplayers/PsCabesha-tools/blob/master/Privesc/Azure-ADConnect.psl

Azure-ADConnect -server 10.129.228.111 -db ADSyncc

On se connecte avec evil-winrm

Et on a le flag.
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